NuadopmanmonHas mamMstka i 00yJaroniuxcs

C KaXZIpIM T'OJIOM MOJIOZIE’KU B MHTEPHETE CTAHOBUTCS OOJIbIIIE, a IIKOJIBHUKHU OJTHU U3 CAMBIX
aKTUBHBIX ToJib3oBaTesiell Pynera. Mexay TeMm, IIOMHMO OTPOMHOTO KOJHUYECTBA
BO3MOJKHOCTEH, MHTEPHET HeceT U MPOo0IeMbl. JTa MaMATKA I0JKHA IIOMOYb Tebe 6e3011acHO
HAaXO/JUTBCA B CETH.

KoMmnsroTepHble BUPYCBHI

KoMIpIOTepHBIH BUPYC - 3TO PA3HOBUIHOCTbh KOMIBIOTEPHBIX MPOTPAMM, OTIMYUTETHLHOU
0COOEHHOCTBI0O KOTOPOH fBJIAETCSA CIHOCOOHOCTh K Pa3MHOXKEHUIO. B /IOMOJIHEHNE K 3TOMY,
BUPYChl MOTYT TIOBPEAUTh WJIM IIOJHOCTHIO YHUYTOXKUTh Bce Galibl U JJaHHBIE,
TIOJIKOHTPOJIbHBIE II0JIb30BATENII0, OT HMMEHM KOTOpOro ObLja 3amylleHa 3apakeHHas
IPOrpamMMa, a TakKe IMOBPEAUTh WIH JayKe YHUUTOKUTD OMEPAIMOHHYI0 CHCTEMY CO BCEMU
daitnamu B niesioM. B 60IbIIMHCTBE CITyyaeB PacpOCTPAHAIOTCA BUPYCHI Uepe3 NHTEPHET.

MeTtozbl 3a1IUTHI OT BPEJOHOCHBIX [IPOIPaAMM:

1. Hcnonp3yil coBpeMeHHBIE OIlepallUOHHBbIE CHUCTEMBI, UMeIOIre Cephbe3HbIil ypOBEHb
3aIUTHI OT BPEIOHOCHBIX IIPOTPAMM;

2. TlocrossHHO ycraHaBiuBal mnayTd (UUQPOBBIE 3aIJIaTKU, KOTOPBIE aBTOMATHYECKU
YCTAHABJIUBAIOTCA C I1€JIbI0 A0pabOTKU MPOTPAMMBbI) W JApyrue OOHOBJIEHHS CBOEH
omnepanuoHHOU cucTeMbl. CKauuBail UX TOJIBKO ¢ OpUIIUAIBHOrO caiita pa3paborunka OC.
Ecsu cymiecTByeT peskUM aBTOMAaTHUeCKOTO OOHOBJIEHY S, BKJIIOUU €T0;

3. Paboraii Ha cBOeM KOMITBIOTEPE O/I ITPAaBAMU I0JIb30BATENIS, & HE a/[IMIUHUCTPATOPA. JTO HE
MIO3BOJIUT  OOJIBIIMHCTBY BPENOHOCHBIX IPOTPAaMM HWHCTQUIUPOBAThCA HA  TBOEM
IIEPCOHAIBHOM KOMIIBIOTEPE;

4. Vcmonb3ydl aHTUBUPYCHBIE HPOTPAMMHBIE ITIPOAYKTHI W3BECTHBIX ITPOU3BOJUTEIIEH, C
aBTOMAaTUYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub GU3NYECKUH JOCTYI K KOMIIBIOTEPY /IJIs1 IOCTOPOHHUX JIUII;

6. Vcnosp3yll BHeITHUE HOCUTEINW MHMOpMaNuH, Takue Kak QJielka, AUcK win daia u3s
MHTEPHETA, TOJIbKO U3 IIPOBEPEHHBIX UCTOUHUKOB;

7. He oTKpBIBall KOMIOBbIOTEPHBIE (haLIb], IOJIyUeHHbIE U3 HEHA/e?KHBIX HICTOUHUKOB. Jlaxke Te
(aiisibl, KOTOpBIE MPUCJIAI TBOM 3HAKOMBIH. Jlydllle yTOUHU Y HETO, OTIIPABJIAI JIU OH Tebe UX.

Cerun WI-FI

Wi-Fi - 570 He BU/I ITIepeiavyu JaHHbIX, HE TEXHOJIOTHS, a BCEro JIUIIb OpeH I, Mapka. Eie B 1991
rofy HHUEpJIaHJICKasd KOMIIaHWA 3aperucrpupopasia Openy "WECA", uyto o6o3Hauaio
ciioBocoueranue "Wireless Fidelity", koTopslit mepeBoguTes Kak "6eCIIpOBO/IHAS TOYHOCTD .

JTlo HaIlIero BpeMeHH JIo1IlIa ipyrasi abbpeBraTypa, KOTOpas sIBJISIETCS TAKOH YKe TEXHOJIOTUEH.
Jrto abbpeBuatypa "Wi-Fi". Takoe HazBaHue ObLIO JaHO ¢ HAMEKOM Ha CTAHAAPT BBICIIEH
3ByKOBoM TexHuku Hi-Fi, uTo B mepeBo/ie 03HauaeT "BbICOKAs TOUHOCTD' .



Jla, OecIUTaTHBIM WHTEPHET-JIOCTYII B Kade, OTeJIsIX U aspOoIopTax sBJISETCS OTIUIHON
BO3MOXKHOCTBIO BBIX0/Ia B UHTEPHET. HO MHOTHE SKCIIEPTHI CYUTAIOT, ITO O0IIIeA0CTyTHbIE Wi-
Fi cetn He ABIAIOTCA O€30TIaCHBIMU.

CoseTbl 110 6€301aCHOCTH PabOTHI B O0IIEIOCTYIIHBIX ceTsax Wi-fi:

1. He mepegaBaii cBow JuuHyio nHGOpMauio uyepes obmenoctymnabie Wi-Fi cetu. Pabotas B
HUX, ’K€JIaTeJIbHO He BBOJAUTH MAPOJIH JOCTYIIA, IOTUHBI U KaKHe-TO HOMEpa;

2. Vcnosp3yihi u OOHOBJIAN aHTUBHUPYCHbIe NIporpaMMbl u Opanamayep. Tem cambIM TbI
obe3omnacuIlb ceds OT 3aKaUYKH BUPyca Ha TBOE YCTPOMCTBO;

3. [Tpu ucnonnp3oBaruu Wi-Fi otkiroun ¢yaknuio "OO6mui octyn K ¢aiiyiam u mpuHTeEpam .
JlanHas QyHKIMA 3aKphITa 10 YMOJTIAHHUIO, OJHAKO HEKOTOPBIE ITOJIb30BATEIN AKTUBUPYIOT ee
JUTs1 yI00CTBA HUCIIOJIb30BaHUsA B paboTe wiu yuebe;

4. He ucnonpayit mybsmunsiii WI-FI 715 iepeziaun TUUHBIX JAHHBIX, HATPUMED JJI BBIXO/A
B COITHMAJIbHBIE CETU WU B DJIEKTPOHHYIO I10YTY;

5. Mcmonb3yit ToJibKO 3ammuiieHHoe coenuuenne uepe3 HTTPS, a ae HTTP, T.e. mpu Habope
Beb-ajipeca BBoM UMeHHO "https://";

6. B mobupHOM TestedoHe oTrrioun GyHKIuo "[logkmouenue k Wi-Fi aBromatuuecku'. He
JIOITyCcKall aBTOMaTUYECKOTO MTOAK/II0UeHHs yeTporicTBa K ceTsiM Wi-Fi 6e3 TBoero corsacus.

ConunajibHbIE CeTH

ConuasibHble CeTH aKTUBHO BXOJISIT B HAIIly KW3Hb, MHOTHE JIIOAU pAbOTAIOT U JKUBYT TaM
IIOCTOSIHHO, a B Facebook y»ke 3aperucrpupoBaH MWLIHAP/, YEJIOBEK, UTO SBJISIETCA OJTHOUN
ceIbMOU BCeX JKMTEJIeH IIaHeThl. MHOTHE MOJIb30BaTEIN HE MIOHUMAIOT, YTO WH(OpMaIusl,
pasMelleHHass KMH B COIIUAJIBHBIX CETSAX, MOKET ObITh Hal/ieHa U UCII0JIb30BaHA KEM YTOIHO,
B TOM YHCJIe He 00s3aTeIbHO ¢ 6J1ariMy HaMepeHUsIMH.

OCHOBHBIE COBETHI 0 OE30MAaCHOCTH B COIIMaJIbHBIX CEeTAX:

1. OrpaHuyYb CITUCOK JIpy3el. Y Tebsi B IPY3bsIX HE JOJIKHO OBITH CIIyYalHBIX U HE3HAKOMBIX
JII0EN;

2. 3amuinai cBoI 4acTHYIO *KU3Hb. He ykaspiBall maposiu, TesedoHBI, ajipeca, AaTy TBOEro
POXKJIeHUA U APYTYIO JINYHYI0 UHPOPMAIUIO. 3JI0yMBIIIEHHUKU MOTYT UCIIOJIb30BaTh JaxKe
“H@OPMAIHIO O TOM, KaK Thl ¥ TBOU POJIUTEIIH IJIAHUPYETE MPOBECTU KAHUKYJIbI;

3. 3amuInan CBOIO PeIyTanulo - JIEPKHU €€ B UHCTOTE U 3a/aBai cebe BOIIPOC: XOTeJ OBl ThI,
4TOOBI APYTHE II0JIb30BATEIN BUIEJIH, UYTO ThI 3arpyskaemrb? [logymar, nmpexe 4emM UTO-TO
omy0JINKOBATh, HAITUCATh U 3aTPY3UTh;

4. Eciu Th1 TOBOpHIIb C JIIOAbMH, KOTOPbBIX HE 3HACIlb, HE HCHOHB3Yﬁ CBO€ p€aJIbHOE UMA U
APYTYyI0 JINYHYIO I/IH(I)OpMaIII/II/I: HnMA, MECTO XKUTEJIbCTBA, MECTO yqe6b1 U 11pouee;

5. M3berait pasmemenusa dororpaduii B IHTEpHETE, I7le ThI H300pa’keH Ha MECTHOCTH, IO
KOTOPOU MOYKHO OIPEETUTH TBOE MECTOIIOJIOKEHHE;

6. Ilpu perucrpanyu B COIMAJIHLHON CETH HEOOXOAUMO HCIIOJIb30BATh CJIOJKHBIE ITAPOJIH,
cocrosye u3 OyKB U QP U ¢ KOJIMYECTBOM 3HAKOB He MeHee 8;



7. JIJ1s1 cCOIUaTbHOM CETH, TIOYTHI U IPYTUX CAUTOB HEOOXOTMMO UCIIOJIb30BaTh Pa3HbIE MTAPOJIH.
Torpga ecsiut TebGsI B3JIOMAIOT, TO 3JI0YMBINIJIEHHUKH ITOJIyYaT JOCTYII TOJIBKO K OJHOMY MECTY, a
He BO BCe cpasy.

3JIeKTp0HHI)Ie ACHbI'1

OJIeKTPOHHBIE JEHBTU - 3TO OUYEeHb YAOOHBIN Cmocob IUIaTekel, OJHAKO CYIIEeCTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTST ITOJIYIUTh 3TH JIEHbTH.

JJIEKTPOHHBIE JIEHBTW TOSBUJINCH COBCEM HENABHO W WMEHHO H3-3a 3TOTO BO MHOTHUX
rocy/IapcTBax JI0 CUX IIOP He MPOMHCAHO PO HUX B 3aKOHAX.

B Poccum xe oHU QYHKITUOHUPYIOT U O HUX Y2Ke IIPOIIMCAHO B 3aKOHE, I/le UX Pa3/esdaioT Ha
HECKOJIBKO BU/IOB - QaHOHMMHBIE U HE aHOHUMHBbIe. Pa3HuUIIa B TOM, UTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX paspelraercs MPOBOAUTH omepanuu 0e3 uIeHTHUKAIUKM II0JIb30BATENsA, a B
HEAaHOHUMHBIX UJIeHTU(DUKAIUA I10JIb30BATENIS SIBJISETCA 00A3aTETHHOM.

Taxkke cienyeT pas3jadyaTh 3JEKTPOHHBIE (UATHBIE JIeHBI'H (pPaBHBI TOCY/IaPCTBEHHBIM
BJIIOTAM) U 3JIEKTPOHHBIE He(HUATHBIE JIEHbI' (He PaBHBI TOCYIAPCTBEHHBIM BATIOTaM).

OcHOBHBIE COBETHI 110 Oe30MacHOM paboTe ¢ 3JIEKTPOHHBIMU JIEHbraMu:

1. IIpuBsiku K c4yeTy MOOWIBHBIN TesedoH. ATO caMblii YAOOHBIM M OBICTPBINA CHOCOO
BOCCTAHOBUTH JOCTYN K cueTy. [IpuBsA3aHHBIN TeaeOH IMOMOKET, ecyil 3a0yZellb CBOM
IUIaTEXKHBIU apoJIb UJIU 3al/Ielllb HA CAUT ¢ HE3HAKOMOTO YCTPOMCTBA;

2. Vcnions3yi ogHOpa3oBsie mapoJsin. ITocse mepexo/ia Ha YCHIEHHYIO aBTOPU3AIUIO Te0e yKe
He Oy/1eT yrposkaTh OIACHOCTh KParXkKU MJIH IepexBaTa IJIaTeXXHOIO IapoJIs;

3. Beibepu ciioxHbIN naposb. [IpectynmHukam OyzieT He MPOCTO YrafaTh CIOXKHBIN MapOJIb.
HaziexxHble 1aposiy - 9TO MapoJiv, KOTOPBIE CO/lepKaT He MeHee 8 3HaKOB U BKJIIOUAIOT B cebs
CTPOYHBIE U IPOIHUCHBbIE OYKBBI, (PP 1 HECKOJIBKO CUMBOJIOB, TAKHE KAaK 3HAK JI0JIIApa,
dyHTa, BockIMIaTeIbHBIN 3HaK U T.. Hanpumep, $tRong!;;

4. He BBOAY cBOM JINUHBIE JJAaHHBIE HA CalTaX, KOTOPHIM HE JJOBEPSEIIb.
JJIEeKTPOHHAA IMouYTa

OJIeKTPOHHAA TOYTa - 5TO TEXHOJIOTHS U IPeJOCTaBJIsieMble €0 YCJIYTU IO IepechbUIKe U
MIOJIyYE€HHUIO 3JIEKTPOHHBIX COOOIIEHUH, KOTOPbIE PACIIPEIEISAIOTCA B KOMIIBIOTEPHOU CETH.
OOBIYHO  BJIEKTPOHHBIM  TMOYTOBBIA  ANIUK  BBIMVISAAUT  CJEAYIONUM  00pa3oMm:
VMs_II0JIb30BaTENISA@UMS_JIoMeHa. Takke Kpome Iepefayd MPOCTOTO TEKCTa, UMEeeTCs
BO3MOXKHOCTD Ilepe/iaBaTh (pailyibl.

OCHOBHBIE COBETHI 110 Oe30MacHON paboTe ¢ SJIEKTPOHHOMN OYTOMH:

1. Hayio BhIOpaTh NMpaBWJIBHBINM MOYTOBBINA cepBHC. B MHTEpHETe €CTh OTPOMHBIN BHIOOD
OecIIaTHBIX MIOYTOBBIX CEPBUCOB, OJTHAKO JIyUIIle JOBEPATH TEM, KOTO 3HAEIb U KTO MIEPBHIH B
peuTuHre;

2. He ykaspIBail B JIMYHOUM IouTe JIMYHYI0 WHPopmaruio. Hampumep, jydiine BbIOpaTh
"My3bIKIBbHBIN__(paHaT@" min "pok2013" BmMecTo "Tema13";

3. Mcnosp3yil ABYX9TAMMHYI0 aBTOPU3AIUI0. ATO KOT/a IOMUMO MapOoJis HY>KHO BBOJAUTH KO/,
MpuchlIaeMbIii Mo SMS;



4. Beibepu c103KHBIH 1TapOoJIh. [[J151 KaXK/10T0 IOYTOBOTO AIINKA JOJIKEH OBITh CBOM Ha/IEKHBIH,
YCTOMYHUBBIN K B3JIOMY I1apOJIb;

5. Eciu ecTh BO3MOXKHOCTh HAIMCATh CAMOMY CBOM JIMYHBIA BOIPOC, UCIOJIB3YU ITY
BO3MOXKHOCTb;

6. M criosip3yii HECKOTBKO TOUTOBBIX ANTUKOB. [1epBbIii 1711 4aCTHOM MEPENUCKU C a/ipecaTaMH,
KOTOPBIM ThI JIOBepselllb. ITO 3JIeKTPOHHBIN ajipec He Ha/lo UCI0JIb30BaTh IIPU perrucTpanuu
Ha popyMax u cauTax;

7. He oTkpbIBaii ¢aiiyibl U ApyTHE BIOXKEHUA B MHAChMAX, JIAKe €CJIM OHU IPUIILIN OT TBOUX
nipy3ei. Jlydiile yTOUYHH y HUX, OTIIPABJISLIIA JIM OHU Tebe 3TU (paiiiibl;

8. ITocsie okoHUYaHUA pabOTHI HA IOUTOBOM CEPBUCE TEepe] 3aKPHITHEM BKJIQJIKU C CAUTOM He
3a0yap HaXKaTh HA "BeriaTu".

Ku6epOy//THHT NJIH BUPTYAJIbHOE U3€BaTeIbCTBO

KubepOystuHT - TpeciieZloBaHUe COODIIEHUSAMU, COJIepKAIUMU OCKOpPOJIEHHsI, arPeCCHIo,
3allyTUBaHUE; XYJUTAHCTBO; COIIMAJIIbHOE OOWUKOTUPOBAHME C IIOMOIIBIO Pa3TUYHBIX
WHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 0 OOpHOE ¢ KHOEPOYIITMHTOM

1. He Opocaiics B 601. JIyumuii criocob: MOCOBETOBAThCS KaK ceOs BECTU U, €CJIM HET TOro, K
KOMY MOHO OOpaTHThCA, TO BHAuaje YCIOKOUTbCA. Ecam Thl HayHENIb OTBEYAaTh
OCKOpOJIEHUAMH Ha 0CKOPOJIeHNs, TO TOJIBKO ellle 60JIblie pa30KiKellb KOH(MJINKT;

2. YopasJiiail cBoel KubeppemyTaiue;

3. AHOHUMHOCTD B ceTd MHIUMAas1. CyII[eCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;

4. He cTouT BecTu XyJIUTaHCKUN 00pa3 BUPTYaJIbHOU KU3HU. VIHTepHET GUKCUPYeT BCe TBOU
JeCTBUS U COXPaHsET UX. YZIaJIUTh UX Oy/ieT KpaiiHe 3aTPy/IHUTEIBHO;

5. Cobstro/1ali CBOIO BUPTYaJIbHYIO UECTh CMOJIOAY;

6. UrHopupyit equHUUHBIA HeraTuB. OJIHOPA30BbIE OCKOPOUTEIHLHBIE COOOINEHUS JIydllle
UrHOpUPOBaTh. OOBIYHO arpeccusi IMpeKpaIaeTcs Ha Ha4aJIbHOU CTaINY;

7. bau arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMHU COOOIIEHUSMH, B COIUAJIBHBIX CETIX
€CThb BO3MOXKHOCTh OJIOKUPOBKHU OTIIPABKH COOOIIIEHUH C OIPe/IeIEHHBIX aJIPECOB;

8. Eciiu ThI CBUAETEJIb KI/I6ep6yJIJII/IHI‘a. TBom I[eIL/'ICTBI/IHI BBICTYIIUTD IIPOTUB IIpECiienoBaTesid,
IIOKa3aTb €My, UTO €TI0 HEﬁCTBHH OI€EHUBAIOTCA HEraTUuBHO, IIOAAEPXKATb KEPTBY, KOTOpOﬁ
HY>KHAa IICUXO0JIOTHYECKasA IIOMOIIb, COO6IIII/ITI) B3POCJ/IBIM O (baKTe arpeCCruBHOTIO ITIOBEJAECHUA B
CETH.

MoouabHbIN TeaedoH

CoBpeMeHHbIe cMapT(HOHBI U IJIAHIIETHI COAEPKAT B ceOe BIIOJIHE B3POC/IBIN QYHKIIMOHAI, U
Ternepb OHM MOTYT KOHKYPHUPOBAaTh CO CTAI[MOHAPHBIMU KoMIIbloTepaMu. OHAKO, CPEJCTB
3aIUTHI /115 TOJIOOHBIX YCTPOMCTB MOKa OUeHb Majio. TecTUpOBaHUE U TIOUCK ySI3BUMOCTEH B
HUX IPOUCXOAUT He TaK MHTEeHCUBHO, Kak midA IIK, To ke camoe kacaeTcsi U MOOWJIBHBIX
MIPUWIOKEHUH.



CoBpeMeHHbIe MOOWIbHBIE Opay3ephbl yKe HpaKTUUEeCKHd JIOTHAJIM HACTOJIbHBIE aHAJIOTH,
OJIHAKO pacmupeHre (GYHKIMOHAJA BJeYeT 3a COOOU OOJIBIIYI0 CIIOKHOCTh U MEHBIIYIO
3alAIIEHHOCTbD.

,Z[a)'[eKO He BCE€ IIPOM3BOAMNTE/TIN BBIIIYCKAIOT O6HOBJ’[eHI/IH, 3aKpbIBalOI[re KPUTUYECKHE
VA3BHUMOCTH JId CBOUX YCTpOﬁCTB.

OcHOBHbBIE COBETHI AJIA 6e30ImacHOCTH MOOUJIBHOTO Teﬂe(l)OHa!

Huuero He siBiseTcsa Mo-HacTosImeMy OecriaTHBIM. Byznb OCTOpoOKeH, Beab Korjaa Tebe
IIpe/IaraT OecIyIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO IVIATHBIE YCIIYTH;

Hdymaii, mpexzae uem otrnpaButb SMS, ¢oto mnu Buzmeo. Thl TOYHO 3HAEIb, T/le OHU Oy/IyT B
KOHEYHOM HUTOTe?

Heo6xoamMo 0OHOBJIATH ONEPAIMOHHYIO CUCTEMY TBOETO CMapTHOHA;
Vcronp3yit aHTUBUPYCHBIE IIPOTPAMMBI /11 MOOWJIBHBIX TEIE(DOHOB;

He Bzarpy:kail NpWIOXKEHUs OT HEU3BECTHOT'O HCTOYHHUKA, BEIb OHH MOTYT COZEPIKATh
BPEZIOHOCHOE IPOrPaMMHOe 0becrieueHue;

ITocJsie TOTO Kak THI BBIU/ENID C CANTA, T/le BBOAWII JUUYHYI0 HH(GOPMAIIO, 3ai/J1 B HACTPONKU
Opaysepa u ygaiu cookies;

[Teproguyecku IpoBepAn, KaKUe IJIaTHBIE YCJIYTH aKTUBUPOBAHBI HA TBOEM HOMEDE;

JlaBaii cBOi HOMep MOOWJIBHOTO TesedOHa TOJBKO JIIOAAM, KOTOPBIX Thl 3HAEIIb U KOMY
JIOBEpsIelllb;

Bluetooth moskeH ObITh BBIKJIIOUEH, KOTZa Thl UM He IOJIb3yelrbcs. He 3abbiBaii MHOTIA
IIPOBEPSATH 3TO.

Online urps1

CoBpeMeHHble OHJIAMH-UTPBl - 3TO KpacouHble, 3axXBaThIBAIOI[UE pa3BJIe€UYeHUS],
00'beINHAIOIINE COTHU THICSAY YeJI0BeK 0 BceMy Mupy. VITpOKU HccaeyoT JaHHBI UM MUD,
00IIIAI0TCS APYT C APYTOM, BBITIOJHSIOT 33JaHUs, CPAKAIOTCA C MOHCTPAMU U TTOJIyYalOT OIBIT.
3a y/I0BOJIBCTBHE OHU IUIATAT: MOKYMAIOT AUCK, OILUIAYMBAIOT aO0OHEMEHT WJIU MPUOOpPETAIOT
KaKue-TO OIIUH.

Bce aTH cpesicTBa UAYT Ha IOJJIep:KaHUE U Pa3BUTHE UTPHI, a TaK:Ke HA caMy 0e30ITacHOCTb:
COBEpPIIIEHCTBYIOTCSI CHCTEMbI aBTOPHW3AaI[UH, BBHIMYCKAIOTCS HOBBIE maTuyu (IUPPOBHIE
3aIJIaTKY /I IPOTPaMM ), 3aKPBIBAIOTCSA YSI3BUMOCTH CEPBEPOB.

B HOI[O6HI)IX Urpax CTOMUT oIlacaTbCA HE CTOJIBKO CBOHUX COIIEPHUKOB, CKOJIBKO Kpa*KU TBOETO
ImapoJisd, Ha KOTOpOM OCHOBAHa CHUCTEMA aBTOpHU3allu1 OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 OE30IIACHOCTH TBOETO HI'PDOBOI'O aKKayHTa:

1. Ecotu ipyro#t urpok BezieT cebst II10X0 WM co3/1aeT Tebe HEMMPUATHOCTH, 3a0JIOKUPYH €ro B
CITKICKE UTPOKOB;

2. IMoxkasnyiica afMUHUCTpaTOpaM UTPhI HA IIOXOe MOBeleHHe 3TOTO UTPOKa, KeIaTeJIbHO
IPWIOKUTD KaKHe-TO JI0Ka3aTeIbCTBA B BUJIE CKDUHOB;



3. He ykaspIBaii TnyHy0 HH(POPMAIHIO B Ipodaiiie Urpsi;
4. YBakall IpyTux y9YaCTHUKOB I10 UTPE;

5. He ycranaBiimBaii Heo(pUIIUaIbHbBIE TTATYH U MOJIBI;

6. Mcrnosb3yli c103KHbBIE U Pa3HbIE ITAPOJIH;

7. Jlaxke BO BpeMsI UTPHI HE CTOUT OTKJIIOUATh aHTUBUPYC. I[I0Ka ThI UTpaelThb, TBOU KOMIIBIOTED
MOTYT 3apa3UTh.

PUIIMHT WIH KpaixKa IUIHDbIX JaHHbIX

OOBIYHOM Kpaskell JieHer U JIOKYMEHTOB CETrO/IHs y:Ke HUKOTO He YAUBHIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUH 3JIOYMBIIIEHHUKA II€PEMECTHUINCh B HMHTEPHET, W IIPOJIOJI?KAIOT
3aHUMAaTbCA "JTIOOMMBIM" JIEJIOM.

Tak mosiBUWIach HOBas yrpo3a: WHTEPHET-MOIIEHHUYECTBA WU (UIIWHT, TJIABHAS IIeJTh
KOTOPOTO COCTOWT B TOJIyUeHHUU KOHQUAEHIUATbHBIX JAaHHBIX I10JIb30BaTENIed - JIOTHHOB U
napostei. Ha arrymmiickom si3bike phishing unraercs kak ¢pummunr (ot fishing - ppibHas 1081,
password - mapoJin).

OcHOBHBIE COBETHI 10 OOpHOE ¢ PUITHHTOM:

1. Cenm 3a cBouM akkayHTOM. Eciiy ThI 1To/103peBaelib, YTO TBOSA aHKeTa ObLIa B3JIOMaHa, TO
Heo0X0IMMO 3a0JIOKMPOBATH €€ U COODIIUTh a/MIHICTPATOpPaM pecypca 06 5TOM KaK MOKHO
CKOpee;

2. Mcnonp3yil Oe3omacHble BeO-CAaUThl, B TOM YHCJIe, HHTEPHET-MAara3mHOB U IMOWCKOBBIX
CUCTEM;

3. Hcnonb3yil cioxHble U pasHble maposu. TakuMm obpas3oM, eciu TebOs B3JOMAIOT, TO
3JIOYMBIIIUIEHHUKH MOJIyYaT AOCTYII TOJIBKO K OTHOMY TBOEMY ITPO(MUITIO B CETH, a HE KO BCEM;

4. Ecnu Tebsa B3OMa, TO HEOOXOAUMO IIPEAYIIPEUTh BCEX CBOUX 3HAKOMBIX, KOTODbBIE
JI00aBJIeHBI y TEOS B IPY3bSIX, O TOM, UTO TeOS B3JIOMAJIN U, BO3MOXKHO, OT TBOETrO UMEHU Oy/eT
paccpuIaThCs CaM M CChUTKU Ha (DUIITUHTOBBIE CANTHI;

5. YcraHoBH HaJiexkHbIN 11apostb (PIN) Ha MOOMIBHBIHN TeedOH;
6. OTKIIIOUH COXpaHEHUE MapoJis B Opaysepe;

7. He oTkpbIBaii ¢aiiyibl U ApyTHE BIOKEHUA B MHAChMAX, JIAKE €CJIM OHU MPUIILIN OT TBOUX
Zipy3ei. Jlydie yTouHH y HUX, OTIIPABJISJIN JIM OHU TeOe 3TU (paiiibl.

MudposBasa pernmyranua

[MudpoBas pemyranus - 3TO HeraTHWBHAas WM IO3UTHUBHAA WH@oOpMamus B ceTu O Tebe.
Komnpowmerupyromas nadopmanus, pa3MellieHHas B UHTEPHETE, MOXKeT Cepbe3HbIM 00pa3oM
OTpa3uThCsA HA TBOEU peasibHOU ku3HU. ' LludpoBas pemytanusa” - 3T0 TBOMH UMUK, KOTOPBII
dopmupyercs u3 nHGOpMaUK 0 TeOE B MHTEPHETE.

TBoe MecTo XUTebCTBA, Yuebbl, TBOe (PUHAHCOBOE TMOJIOXKEHUEe, 0COOEHHOCTU XapaKTepa U
pacckasbl 0 OJIM3KUX - BCE 9TO HAKAIJIMBAETCS B CETH.



MHorue MOAPOCTKH JIETKOMBICJIEHHO OTHOCATCS K IMyOJIMKAIUU JIMYHOU WHQOpMAanuu B
HHTepHETE, He MOHUMAasi BO3MOXKHBIX ITOCIEACTBUM. ThI Ja’ke HE CMOKEIIb J0TaJIaThCA O TOM,
uyto dororpadus, pazMelieHHas 5 JeT Ha3a/, cTajla IPUUYNHON OTKaza MPUHATH TeOS Ha

pabory.

KommenTapuu, pasMmenienue TBoux dortorpaduii U Apyrue JeHCTBUSA MOTYT HE HUCUYE3HYTh
JlaXke I0CJIe TOro, KaK Thl UX yAaIullb. Thl He 3Haellb, KTO COXPAaHWI 3Ty HH(OpMAaIHUIo,
Iomasa Jii OHA B ITIOKMCKOBBIE CUCTEMBI U COXpaHUJIACh JIU OHA, a IVIaBHOE: YTO IOJAyMAaIoT O
Tebe OKpy’Kalollye JIIOAU, KOTOpble HAUAYT U YBUAAT 5T0. HaiiTu nHopManuo MHOTO JieT
CITyCTs CMOXKeT JII000M - KaK U3 JIOOPHIX MOOYK/IeHNH, TaK U C HAMePEHUEM IPUYUHUTH BPEI.
OTO MOXKET OBITH KTO YTOHO.

OcHOBHBIE COBETHI 110 3aIHUTE ITUPPOBOU PEIyTAIIUH

1. [Togymaii, mpexzie ueM 4TO-TO ITyOJIMKOBATh U IIepefiaBaTh y ce0s B 6JI0Te MU B COITUATLHOU
CeTu;

2. B Hacrpoiikax npoduyiA yCTAaHOBU OTPAHUYEHUS Ha MPOCMOTP TBOEro NMpodujasd U ero
COJIEP>KMMOTO, C/IeJIal ero TOJIBKO "I Apy3ein’;

3. He pasmemaii u He yKka3bIiBall ”HQOPMAIIAIO, KOTOPasi MOKET KOT0-JIHU00 OCKOPOJIATH UIH
00MKaTh.

ABTOpCKOE ITpaBo

CoBpeMeHHbIe LIKOJIBHUKHU - aKTUBHBIE I0JIb30BaTeJN IUQPOBOro mpocrpaHcrsa. OpgHaKo
JlaJIeKO He BCe 3HAIOT, YTO M0JIb30BaHNE MHOTUMU BO3MOXKHOCTAMHU IU(POBOTO MUpa TpedyeT
co0JTI0/IeHNA IPAB Ha MHTEJIJIEKTYaJIbHYI0 COOCTBEHHOCTD.

TepMuH "UHTEJUIEKTyasibHAasE COOCTBEHHOCTH' OTHOCHUTCS K PAa3JIMYHBIM TBOPEHUSAM
YeJIOBEYECKOTO yMa, HAYMHAsA C HOBBIX H300peTeHHH ¥ 3HAKOB, O0O3HAYAIOIIUX
COOCTBEHHOCTh HA TIPOAYKTHI W YCJIYTH, W 3aKaHYWBasg KHHUTaMu, ¢oTorpadusamu,
KUHODWIBMAaMU U My3bIKaJIbHBIMU IPOU3BEIEHUSMU.

ABTOpCKHeE ITpaBa - 3TO ITpaBa Ha UHTEJJIEKTYaIbHYI0 COOCTBEHHOCTD Ha MPOU3BEeHNA HAyKH,
JIUTEpaTypbl U HUCKycCTBa. ABTODCKHE IIpPaBa BBICTYIIAIOT B KadyecTBe TapaHTHUU TOTO, 4YTO
MHTEJUIEKTYJIbHBIN/ TBOPUYECKUH TPY/ aBTOPA He OyET HAIIPACHBIM, JIACT MY CIIPaBe/IJINBbIE
BO3MOXKHOCTU 3apaboTaTh Ha pe3yJbTaTax CBOEro TPYZAa, IOJYYUTh U3BECTHOCTh U
npusHaHue. Hukro 6e3 paspelieHus aBTopa He MOKET BOCIIPOM3BOIUTH €ro IIPOU3Be/ieHUE,
PacIpoCTpPaHATh, IMYOJUYHO JAEMOHCTPUPOBATh, IMPOJIaBaTh, WMIIOPTHPOBATh, IIyCKaTh B
IIPOKAT, IyOJMYHO UCIOJHSATh, ITOKA3bIBATh/UCHIOJHATh B 3(QHUpe WIN pas3Melarh B
HNHuTepHere.

Hcnosp3oBaHue "UPATCKOro" MPOTPaMMHOTO OOeCIeueHUs MOKET IMPUBECTH K MHOTUM
pUCKaM: OT IOTEPH JIAHHBIX K TBOUM aKKayHTaM J0 OJIOKHDOBKH TBOETO YCTPOMCTBA, T/ie
yCTaHOBJIEHA HeJjleTaibHAasA mporpamMMa. He crouT Takke 3a0bIBaTh, YTO CYyIIECTBYIOT
JierasibHbIe U OecIIaTHBIE IPOrPaMMbl, KOTOPble MOXKHO HAWTH B CETH.

O nmopraie

CeTeBUUYOK.p( - TBOU IJIaBHBIA COBETYUK B CETHU. 37€Ch ThI MOKEIIDb Y3HATH O O€30IMaCHOCTH B
CEeTU TOHATHBIM U JIOCTYIIHBIM S3BIKOM, a NP BO3HUKHOBEHUU KPUTUYECKOU CUTyalllU
0o0paTUThCA 32 COBETOM. A Tak)Ke MPUHSATH yYacTHe B KOHKYpCax U CTaTh cCaMbIM IU(PPOBHIM
rpakJaHuHOM !



